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What do | need to do?

From 27 Sep 2023

o By 26 Sep 2023

Set up MIMS Log in to Staff iCON
2-Factor Authentication (2FA) via MIMS with 2FA-enabled
(Refer to Pages 6 to 19 of this guide for instructions) (Refer to Pages 20 to 24 of this guide for instructions)
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Overview of MIMS 2-Factor Authentication (2FA) Set-up & Staff iCON Login

L
iCON is now accessible via:
1. MIMS Portal — Recommended Method
2. Google Workspace — Alternative Method
Set up MIMS 2FA
Scan QR code to enrol Authenticator App
by 26 Sep 2023
START FINISH
Download & Install Authenticator App* Log in to iCON using 2FA
on your personal device From 27 Sep 2023, select iCON on MIMS Portal and
(e.g. mobile phone or tablet) log in with OTP generated from your Authenticator App
4 SSOE.

*Please refer to Page 6 for details on downloading Authenticator App e i



What is MIMS 2FA?

MIMS 2-Factor Authentication (2FA), which replaces
Google 2-Step Verification (2SV), allows authentication to
MIMS with an additional layer of authentication aside
from your MIMS password when logging into iCON.

Your password Your mobile device

\ / is what you

VERIFY HAVE

OTP/CODE

is what you

KNOW

LOGIN
USER

3 K KKK
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Prior to MIMS 2FA Set-up: Download & Install Authenticator App

Pre-requisite:

Please ensure that you have ONE of the following authenticator applications

installed in your personal device in order to proceed with the 2FA enrolment.

A Note to Generic iCON account users:
Refer to FAQ section pg. 43 & 44 for MIMS login
credentials information.

q Google Authenticator (Internet Link)

Refer to pg. 42 to 44 for more FAQSs.

é Microsoft Authenticator (Internet Link)

When setting up 2FA for generic iCON account
(e.g. schoolname@moe.edu.sg), all staff who
require access to the account will need to
individually download and install the
Authenticator App on their personal devices
and scan the same QR code at the same time
(refer pg. 13) so as fo receive the OTP/Code

when logging in.

m NetlQ Authenticator (Internet Link)

6 SSOED
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https://support.google.com/accounts/answer/1066447
https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://www.netiq.com/documentation/advanced-authentication-62/smartphone-applications/data/t484ppc142tt.html

Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Log on to MIMS Portal

hitps://mims.moe.gov.s

Enter your MIMS login ID and password u MIMS Portal

For School Staff: - _ )
- Please login using your MIMS account. For Students, your MIMS login ID is <Full_Name>@students.edu.sg. For School Staff, your MIMS login ID ends with
@schools.gov.sg. For HQ Staff, your MIMS login ID ends with @hg.moe.gov.sg. If you encounter difficulties logging in, please approach your teachers (for Students) or

MIMS Login ID ends with @schools.gov.sg MIMS Administrators (for Staff).

For HQ Staff:

MIMS Login ID ends with @hg.moe.gov.sg o |
Username
____________________________ Password
Note to Generic iCON account users:
Sign in

Refer to FAQ section pg. 43 & 44 for MIMS login
credentials information.

Refer to pg. 42 to 44 for more FAQS.
When setting up 2FA for generic iCON account

Forgot Password?

(e.g. schoolname@moe.edu.sg), all staff who

require access to the account will need to

individually download and install the

Authenticator App on their personal devices
and scan the same QR code at the same time

(refer pg. 13) so as to receive the OTP/Code 7 SS‘@

when logging in. srcmator onGPE


https://mims.moe.gov.sg/

Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Log on to MIMS Portal

hitps://mims.moe.gov.s

Under the ‘Applications’ tab,
Click on ‘MIMS Identity Portal’ g MIMS Portal

Ministry of Education
SINGAPORE

= O\ Applications Favorites

IC@N3 ICON MIMS Identity Portal MIMS SSPR
pydhn ICON Email o U \ MIMS Self Service Password
Miniatry of Education Reset

8 ssoE)
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https://mims.moe.gov.sg/

Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Enroll Authenticator App

Applications will be listed.

Staff will have to set up 2-Factor
Authentication (2FA) upon first login. % MIMS Portal

C“Ck on Ase’,up 2FA’ Dashboard ~ Application  Tasks  Access.  People

Applications
Q_ Search by name or description
Home items
My Profile My Access Request Access My Request History My Approvals Change My Set Challenge Setup 2FA o
Update personal View my access Request permissions and View my request history View my O Identity Password Questions Setup 2 factor
information permissions ather resources Manager approval tasks Create a new password e et authentication devices
responses to recover
forgatten password.

9 ssoB2)
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Enroll Authenticator App

For School Staff: & English~

4

MIMS Login ID ends with @schools.gov.sg User name REPOSITORY\user

For HQ Staff: SHPIR

MIMS Login ID ends with @hg.moe.gov.sg

Click ‘Next'’ to get the One-Time
Password (OTP) via your work email

(e.g. Classified Email System (CES),

etc.)
@ English~

Chain Email OTP ~

Method R4  Email OTP 0

Next > Cancel

10 ssoE»
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Enroll Authenticator App

Enter OTP which was sent to your work
email (e.g. CES, SG-Mail, etc.)(email

address where OTP is sent is indicated*)
and click ‘Next'.

* Note on Email OTP to @ English~

iCON users & MIMS LAs: Method & EmailOTP
Should the email address indicated on the

screen (where the OTP is being sent to) is

different from the intended email address (e.g. OTP #8 sent to &0 e
CES or SG-Mail), you will need to seek

assistance from your school’s MIMS Local One Time 186634 o
Administrator (LA) to update the email address Password

that is tagged to the MIMS account that you
are accessing. Next > Cancel

Refer to Intranet link here for information on
your school’s MIMS LA.

MIMS LAs to refer to Section 5 of the MIMS LA
Guide here to update the email address. 11 SS@

e ]


https://intranet.moe.gov.sg/itd/Pages/mims/Staff_AO_LA.xls
https://intranet.moe.gov.sg/itd/Pages/mims/MIMS_LocalAdmin_Guide.pdf

Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Enroll Authenticator App

q Welcome to the Self-Service portal for NetlQ Advanced Authentication.
7Y Click on ‘Soft Token (OTP)’ .
This portal allows you to manage your authentication methods. The Enrolled Authenticators section displays all the methods that you have enrolled. The Add

Authenticator section displays the methods that are available for enrollment.

™M

Email OTP

Auto-created

AR

Hard Token/FIDO 2.0

Enrolled Authenticators

MIMS Password

Auto-created

Add Authenticator

C e

Soft Token (OTP)

12 ssoEd
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Enroll Authenticator App
From Page é, you should have

downloaded and installed one of the Add Soft Token (OTP) authenticator
three authenticator applications below

on your personal device. The Time based ane-time password (TOTP) method penerates an OTP through the NetiQ Advanced Authentication appication on your mobie

You can enroll this method in one of the following ways: Specify the token serial in the OATH Token To register with the NetlQ Advanced Authentication application,

Launch the relevant Authenticator App scan the QR code below
inSTG”ed in yOUr personol deVice to scan If you have a hardware OTP 1oken from your company, specdy the token senal n OATH Token

the QR code If you want to envoll 3 TOTP secret manually, expand the section at the bottom and add your Secret and Period values

Authenticator Apps:

Google Authenticator (Internet Link)

Microsoft Authenticator (Internet Link)

3 NetlQ Authenticator (Internet Link)

_A _________________________ ; " sssword ' 8

Note to Generic iCON account users:
Refer to FAQ section pg. 43 & 44 for MIMS login

credentials information.

Refer to pg. 42 to 44 for more FAQS.
When setting up 2FA for generic iCON account

Save Cancel

require access to the account will need to

individually download and install the

Authenticator App on their personal devices
and scan the same QR code at the same time

13 ssoEd
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so as to receive the OTP/Code when logging in.
1


https://googleauthenticator.net/
https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://www.netiq.com/documentation/advanced-authentication-62/smartphone-applications/data/t484ppc142tt.html

Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Enroll Authenticator App Add Soft Token (OTP) authenticator

. g The Time based one-time password (TOTF) methed generates an OTF through the NetlQ Advanced Authentication application on your mobile.
. Insert a comment in the ‘Comment’ field
*fou can enroll this method in one of the following ways: Specify the token serial in the OATH Token. To register with the NetlQ Advanced Authentication application,
. . ) scan the QR code below.
e.g. ‘Google Authenticator

If you have a hardware OTP token from your company, specify the token serial in OATH Token.

If you want to enroll a TOTP secret manually, expand the section at the botiom and add your Secret and Period values.

’Click ‘Save’

C.-:”’ne’\tl Google Authenticator I

If you have a token, specify the serial number and the OTP to verify the token. Otherwise, scan the QR code with the smariphone application.

OATH Token Seria Specify the token serial

aTP

&
i

Cancel

14 ssopd
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Test Enrolled Authenticator App

. Welcome to the Self-Service portal for NetlQ Advanced Authentication.
‘Soft token (OTP)’ will be added to the ?
‘Enro”ed Au’,henﬁcaforsn . This portal allows you to manage your authentication methods. The Enrolled Authenticators section displays all the methods that you have enrolled. The Add

Authenticator section displays the methods that are available for enrollment.

To test its functionality, click on the
‘Soft Token (OTP)'

Enrolled Authenticators

i ces @

Email OTP MIMS Password Soft Token (OTP) 0

Auto-created Auto-created Google Authenticator

Add Authenticator

A

Hard Token/FIDO 2.0

15 ssoEd
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Test Enrolled henticator App

12> Click on the ‘Test' button MIMS 2FA

Edit the Soft Token (OTP) authenticator

The Time based one-time password (TOTP) method generates an OTP through the NetlQ Advanced Authentication application on your mobile.

You can enroll this method in one of the following ways: Specify the token serial in the OATH Token. To register with the NetlQ Advanced Authentication application,
scan the QR code below.

If you have a hardware OTP token from your company, specify the token serial in OATH Token

If you want to enroll a TOTP secret manually, expand the section at the bottom and add your Secret and Period values.

Comment Google Authenticator =@

OATH Token Serial Token serial is not defined

e

16 ssoEd
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Test Enrolled Authenticator App

Under ‘Password’

Test the Soft Token (OTP) authenticator

Key in the OTP/Code from the
Authenticator App

Click ‘Next' pessword (-1 ] ) °

Next - Cancel

Google Authenticator

Netiq (Netiq)
897 717 [ 8

17 ssoEd
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Section 1: MIMS 2FA set-up
Staff to set up and test 2FA upon first login to MIMS Portal

Test Enrolled Authenticator App

If the enrolled Authenticator App is

working successfully, you will receive this
noftification:

2 MIMS 2FA v uthenticator "Soft Token (OTPY
1 4 passed the test

‘Authenticator “Soft Token (OTP)” passed Edit the Soft Token (OTP) authenticator
the test’

The Time based one-time password (TOTP) method generates an OTP through the NetlQ Advanced Authentication application on your mobile.

“You can enroll this methad in one of the following ways: Specify the token serial in the OATH Token. To register with the NetlQ Advanced Authentication application,
scan the QR code below.

Y h f " I 1 d th Ifyou have a hardware OTP token from your company, specify the token serial in OATH Token.
o e y com p i = If you want to enroll a TOTP secret manually, expand the section at the bottom and add your Secret and Period values.
MIMS 2FA set-up.

Comment Google Authenticator

OATH Token Serial Token serial is not defined

Test Cancel

18 ssoE)
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Section 1: MIMS 2FA set-up

Staff to set up and test 2FA upon first login to MIMS Portal

Please log out of MIMS Portal as well by
clicking on the arrow icon |

From the drop-down menu, g

Applications

Click on ‘Logout’

IC@NE ICON u MIMS Identity Portal MIMS SSPI

19 ss@
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Section 2: Login to Staff iCON via MIMS Portal (from 27 Sep 2023)

(Recommended Method)

Login to iCON with 2FA-enabled

Log on to MIMS Portal

hitps://mims.moe.gov.s
MIMS Portal

Misstry of Education
. EnTer your MIMS login ID Gl’]d password — Please log in to your MIMS account. For School Staff, your MIMS login ID ends with @schools.gov.sg. For HQ Staff, your MIMS login ID ends with @hqg.moe.gov.sg
Usemame
For School Staff: Password
MIMS Login ID ends with @schools.gov.sg Sign in
Forgot Password?

For HQ Staff:

MIMS Login ID ends with @hg.moe.gov.sg

20 ss@
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https://mims.moe.gov.sg/

Section 2: Login to Staff iCON via MIMS Portal (from 27 Sep 2023)

(Recommended Method)

Login to iCON with 2FA-enabled

’ Under ‘Applications’ tab,

Click on ‘iCON' &
N MIMS Portal

Ministry of Education
SINGAPORE

= O\ Applications  Favorites

|c ICON MIMS Identity Portal MIMS SSPR
o o |CON Email u \ MIMS Self Service Password
Ministry of Educaton Reset

‘Sawors

21 ss@
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Section 2: Login to Staff iCON via MIMS Portal (from 27 Sep 2023)
(Recommended Method)

Login to iCON with 2FA-enabled MIMS 2FA

One-Time Authentication Code (TOTP)
Obtain device-generated TOTP

’Key in the OTP/Code from your
Authenticator App

| One Time Password (OTP) |

Hide

'Click ‘Next' -

Copyright ® 2022 Micro Focus. Al rights reserved
Google Authenticator
Netiq (Netiq)
897 717 <

22 ssop”
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Section 2: Login to Staff iCON via MIMS Portal (from 27 Sep 2023)
(Recommended Method)

Login to iCON with 2FA-enabled

’ Success!

Now you are able to access your PN Dashboard @ IceNd @
Google Workspace Dashboard.

Google Workspace services are ged by your
Your apps
Classroom  Contacts ~ Curren

E Mi

Gmail

23 SSOE2



Section 2: Login to Staff iCON via MIMS Portal (from 27 Sep 2023)
(Recommended Method)

Login to iCON with 2FA-enabled

. To log out of iCON,

Click on this icon on your Google
Workspace Dashboard

Click on ‘Sign out’

Please log out of MIMS Portal as well by
clicking on the arrow icon |l

From the drop-down menu,

Click on ‘Logout’

<




Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)

(Alternative Method)

Login to iCON with 2FA-enabled

Navigate to Google Workspace
Dashboard URL:

Google
hitps://workspace.google.com/dashboard

Signin
Enter your iCON email address ending ta continue te Gmail
with @moe.edu.sg

Email or phone
Click ‘Next’ |' |

Forgot email?

Mot your computer? Use Guest mode to sign in privately.
Learn more

Create account

English (United States) R Help Privacy

25 ssf@
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https://workspace.google.com/dashboard

Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)
(Alternative Method)

Login to iCON with 2FA-enabled

If you have not logged in before with
your device, please proceed to Step 4.

If have logged in before with your

Google
device, continue with Step 2. Sign in

to continue to Gmail

Google

' Select your iCON account. Choose an account

@ Ciick ‘Next

Empil oF phone
(! |
m L Signed out

Forgat email?

(@ Use another account

Net your computer? Use Guest mode 10 sign in privately,
&~ Remove an account

Learn more

Crea‘e pecount m

English {United States) - Help

26 ssop”
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Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)
(Alternative Method)

Login to iCON with 2FA-enabled

You will be redirected to MIMS Portal
sign in page

u MIMS Portal

Ministry of Education
asont

Please login using your MIMS account. For Students, your MIMS login ID is <Full_Name>@students.edu.sg. For School Staff, your MIMS login ID ends with
@schools.gov.sg. For HQ Staff, your MIMS login ID ends with @hg.moe.gov.sg. If you encounter difficulties logging in, please approach your teachers (for Students) or
MIMS Administrators (for Staff).

Username

Password
Sign in

Forgot Password?

27 ssf@
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Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)
(Alternative Method)

Login to iCON with 2FA-enabled
’ Enter your MIMS Login ID and password u MIMS Portal

Ministry of Education
scaron

Please login using your MIMS account. For Students, your MIMS login ID is <Full_Name>@students.edu.sg. For School Staff, your MIMS login ID ends with
@schools.gov.sg. For HQ Staff, your MIMS login ID ends with @hg.moe.gov.sg. If you encounter difficulties logging in, please approach your teachers (for Students) or
MIMS Administrators (for Staff)

For School Staff:

MIMS Login ID ends with @schools.gov.sg

Username
For HQ Staff:

Password
MIMS Login ID ends with
@hqg.moe.gov.sg Signin

Forgot Password?

28 ssf@
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Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)

(Alternative Method)

Login to iCON with 2FA-enabled MIMS 2FA

’Key in the OTP/Code from your One-Time Authentication Code (TOTP)
Authenticator App Obtain device-generated TOTP

| One Time Password (OTP) |

'Click ‘Next' —

Copyright © 2022 Micro Focus. Al rights reserved

Hide

Google Authenticator

Netiq (Netiq)
897 717 <

2 ss08)



Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)
(Alternative Method)

Login to iCON with 2FA-enabled

’ Success!

Now you are able to access your
Google Workspoce Dashboard. Google Workspace services are managed by your administrator.

P Dashboard ~ Q o 1IceND @

Your apps Help
Calend: Classrool m Contacts Curren t D Dri d D
Forms Gmail
30 ssop2



Section 3: Login to Staff iCON via Google Workspace (from 27 Sep 2023)
(Alternative Method)

Login to iCON with 2FA-enabled

. To log out of iCON,

Click on this icon on your Google
Workspace Dashboard

Click on ‘Sign out’

Please log out of MIMS Portal as well by
clicking on the arrow icon |l

From the drop-down menu,

Click on ‘Logout’




Section 4: Forgot MIMS Password?

Access MIMS Portal at:

hitps://mims.moe.gov.s u

Ministry of Education

MIMS Portal

Please login using your MIMS account. For Students, your MIMS login ID is <Full_Name>@students.edu.sg. For School Staff, your MIMS login ID ends with

If you have fOFQOTTen your password @schools.gov.sg. For HQ Staff, your MIMS login ID ends with @hg.moe.gov.sg. If you encounter difficulties logging in, please approach your teachers (for Students) or
‘ MIMS Administrators (for Staff)

Click ‘Forgot Password?'.

Username

Password

Sign in

Forgot Password?

%2 ss02)


https://mims.moe.gov.sg/

Section 4: Forgot MIMS Password?

’ Enter your MIMS Login ID.

Click ‘Search’. Forgotten Password

If you have forgotten your password, follow the prompts to reset your password.

For School Staff:

Usermame

MIMS Login ID ends with @schools.gov.sg [

FOI' HQ Stqﬂ: Search Cancel

MIMS Self Service Password Reset

Forgotten Password

MIMS Login ID ends with @hg.moe.gov.sg

. You will be prompted to answer three
security questions that you have set earlier
in order to perform a self-service password

reset. Please answer the following questions. If you answer these questions correctly, you will then be able to
reset your password.

Enter your answers to the questions Whatis your mother's maiden name?

correctly and click ‘Check Answers'

What is your favourite colour?

A Note: If you are unable to perform
self-service password reset as you What is your favourite city?
have forgotten the answers to your
MIMS Security Challenge Questions,

please refer to Step 8 of this section m -
on Page 37. canel 33 Sso‘@



Section 4: Forgot MIMS Password?

’ You will then be prompted to change

your password.
MIMS Self Service Password Reset
Enter and confirm your new password,

following the password requirement
guidelines on the screen.

Change Password

H & 1l
Click *Ch ange Password'. Please change your password. Keep your new password secure. After you type your new password,
click the Change Paszsword button. If you must write it down, be sure fo keep it in a safe place. Your new
password must meet the following requirements:

« Password is case sensitive.
= Must be at least 12 characters long.
» The first character can not be a symbaol (non letter or number).
= Must not include part of your name or user name.
» Must have at least three types of the following characters:
o« Uppercase (A-Z)
o Lowercase (a-z)
o Mumber {0-3)
o Symbol (|, # 5 etc)

Please type your new password

New Password =1

Confirm Password

34 ssoED



Section 4: Forgot MIMS Password?

Your password change will take some
fime to be completed.

Once password change is successful,

MIMS Self Service Password Reset

Please Wait

Your password is being changed. This process may take several minutes, please be patient

Click ‘Continue’.

MIMS Self Service Password Reset

Success

The password has been changed successfully.

35 ss02)



Section 4: Forgot MIMS Password?

MIMS Portal

’ Upon successful password reset, Moy rEscson

pleose oT’remp’r fo |Og|ﬂ OgOIh by Please login using your MIMS account. For Students, your MIMS login ID is <Full_Name>@students.edu.sg. For School Staff, your MIMS login ID ends with
en’rerlng your MIMS 'Og’n ID and new gﬁ?g?ﬁﬁgiﬁgmFrgr[::rQSSt‘;ifT' your MIMS login ID ends with @hg.moe.gov.sg. If you encounter difficulties logging in, please approach your teachers (for Students) or
password.
Click ‘Signiin’.
For School Staff: f[sername ||
. . Password
MIMS Login ID ends with
@schools.gov.sg Signin
For HQ Staff: Forgot Password?

MIMS Login ID ends with
@hqg.moe.gov.sg

' MIMS Portal
’ Success! Ministry of Education

= O\ Applications  Favorites
You will arrive at this MIMS Portal -
Applications page upon successful
login.

=== ICON Email MIMS Self Service Password
Reset

IC@N:» |CON g MIMS Identity Portal ‘ MIMS SSPR

Ministry of Ecucatian
‘arons

Select ‘ICON’ to access your Google
Workspace Dashboard.

36 ssq@



Section 4: Forgot MIMS Password?

’ If you are unable to perform self-service
password reset as you have forgotten
the answers to your MIMS Security
Challenge Questions, your password
reset must be performed by your

MIMS Self Service Password Reset

school's MIMS Local Administrator (LA). Forgotten Password

. Please answer the following guestions. If you answer these questions correctly, you will then be able to
Refer to Intranet link here for reset your password.
information on your school’s MIMS LA. I One ar more respanses are nat correct. Please try again. I

What is your mother's maiden name?

[ ]

What is your favourite colour?

What is your favourite city?

Check Answers Cancel

37 ss02)


https://intranet.moe.gov.sg/itd/Pages/mims/Staff_AO_LA.xls
https://intranet.moe.gov.sg/itd/Pages/mims/Staff_AO_LA.xls

Frequently Asked Questions (FAQs)

MIMS 2FA & General iCON Matters

1. What is MIMS 2-Factor Authentication (2FA)?
MIMS 2FA, which replaces the Google 2-Step Verification (2SV), allows authentication to MIMS with an addifional layer of
authentication required aside from your MIMS password. This provides an extra layer of security when logging in iCON via MIMS.

2. Since MIMS 2FA replaces Google 28V, can | remove my mobile/phone number which | have provided during the setting up of
Google 28V?
You are advised to maintain your mobile/phone number (which you had provided during the 25V set-up) in the event that 25V
may be required.

3. Where can | download the Authenticator App (e.g. Google or Microsoft Authenticator)?
Authenticator apps can only be downloaded on personal devices such as mobile phones or tablets. Refer fo Page 6 of this guide
for more details.

4. When managing both individual and generic iCON accounts (on behalf of school/Language Centre/HQ division), what is the
recommended authenticator app for configuring multiple MIMS 2FA profiles on iOS devices?
When configuring more than one MIMS 2FA profile on iOS devices, you are recommended to download and install Google
Authenticator app instead of Microsoft Authenticator app for optimal user experience.

5. When will | need to set up MIMS 2FA?
You are advised to set up your MIMS 2FA by 26 Sep 2023.
From 27 Sep 2023, you will need to login to iCON via MIMS Portal with your MIMS 2FA enabled.

6. Will | be prompted to set up MIMS 2FA?
No. You will be required to follow Section 1 in this guide to set up your MIMS 2FA by 26 Sep 2023.
From 27 Sep 2023, you will need to login to iCON via MIMS with your MIMS 2FA-enabled. 38 SSO:%)
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7. Will l still be able to access my iCON account from 27 Sep 2023 if | have not set up my MIMS 2FA?
No. You will not be able to access your account and will be prompted with the error screenshot below. You will need to follow
Section 1 in this guide to set up your MIMS 2FA before you can login iCON.

u MIMS Portal

Ministry of Education
Sarpons

Cancel

Authenticator not enrolled. To enroll click here (57505757C8C92C64)

8. What will happen to my existing iCON emails & documents?
Existing iICON emails and documents uploaded to the various Google apps (Drive, Classroom, etc.) will not be affected.

9. Will MIMS 2FA be required for Student iCON as well?
No. MIMS 2FA is not required for Student iCON.

10. Prior to Staff iCON onboarding MIMS before 27 Sep 2023, what should | do if | am not able to receive the MIMS email OTP when
attempting to set-up MIMS 2FA (or enrol Authenticator app)?
Refer to Page 11 of this guide for more information. Should staff have verified that the email address in MIMS Portal is correct and
have still not received the email OTP, please email SSOE 2 Service Desk at 1800 7663 663 or email help@schools.gov.sg for
assistance.
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11. After Staff iCON onboard MIMS from 27 Sep 2023, what should | do if | am not able to receive the MIMS email OTP when attempting
to set-up MIMS 2FA (or enrol Authenticator app)?
Note that with Staff iCON onboarding MIMS from 27 Sep 2023, MIMS 2FA will be required for login to Staff iCON via MIMS Portal. As
such, staff would not be able to receive the MIMS email OTP should the email address indicated in MIMS Portal is their Staff iCON
email address (ending with @moe.edu.sg). Staff will also need to update their email address in MIMS Portal if they no longer have
access to the email address or if their Staff ICON email address is indicated in MIMS Portal.

Staff should approach their school MIMS Local Administrator to update their email address to another work/personal email
address (e.g. CES) to receive this one-time MIMS email OTP during the setting up of MIMS 2FA and reverting back to the previous
work email address if necessary. Refer to Page 11 of this guide for more information.

Should staff have verified that the email address in MIMS Portal is correct and have still not received the email OTP, please email
SSOE 2 Service Desk at 1800 7663 663 or email help@schools.gov.sg for assistance.

12. What should I do if | do not have a mobile phone or tablet to download the authenticator app for the setting up of MIMS 2FA?
Refer to the following MIMS Intfranet link and follow the Step A & Step B below for the request and

enrollment of hard token respectively:
hitps://intfranet.moe.gov.sg/itd/Pages/mims/MIMS 2FA Guide.pdf

» Step A —Refer to Section 4 (pg. 20 to 26) of the above Intranet link (Hard Token Registration) to request/register for hard token

» Step B - For the enroliment of hard token, refer to the process below.
i. Refer to this guide (pg. 7 to 11; Step 1 to 6) to start enrolling hard token (“Hard Token/FIDO 2.0”) and;
ii. Continue with Section 5 (pg. 27 to 38) of the above Intranet link to complete the enrollment of hard token.

Should you require further assistance, please emaiil:
+ MOE OPA@moe.gov.sg forissues on request of hard token and;
+ MOE ITD MIMS@moe.gov.sg forissues on enrollment of hard token.
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13. What should | do if | encounter an error message when setting up MIMS 2FA and my 2FA set-up is unsuccessful?
Please proceed to logout of MIMS Portal and try logging in again to restart the process of setting up MIMS 2FA.

14. How do | perform MIMS password change or password reset?
For password change, please refer to Section é in MIMS End User Infranet Guide here.

For password reset, please refer to Page 32 in this guide for self-service password reset.

Note that you should have set up MIMS Challenge Security Questions previously to be able to use the self-service password reset
feature. Refer to Section 5 in MIMS End User Infranet Guide here for the setting up of challenge security questions. Should you be
unable to remember the answers to your challenge security questions, please contact your school’'s MIMS Local Administrator

(LA) for password reset. Refer to Intranet link here for information on your school’s MIMS LA.

15. If | have technical issues or other queries, where can | seek assistance?
You can reach out to your school’'s Desktop Engineer (DE) or log a case with SSOE 2 Service Desk at 1800 7663 663 or email

help@schools.gov.sg for assistance.
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Generic iCON accounts

1. When managing both individual and generic iCON accounts (on behalf of school/Language Centre/HQ division), what is the
recommended authenticator app for configuring multiple MIMS 2FA profiles on iOS devices?
When configuring more than one MIMS 2FA profile on iOS devices, you are recommended to download and install Google
Authenticator app instead of Microsoft Authenticator app for optimal user experience.

2. For generic iCON accounts, how should users of the generic iCON account set up MIMS 2FA?
All the users who require access to the same generic iCON account will need to scan the QR code at the same time for MIMS
2FA set-up when enrolling their Authenticator apps. Refer to Page 13 of this guide for more details.

3. For generic iCON accounts, what do existing users need to do should they no longer require access to the account? How about
new users who require access to the account?
Existing users who do not need to access the generic account would need to delete their previously enrolled mobile/hard token
on MIMS Portal and perform removal of the profile from their authenticator app. Refer to Page 19 of the MIMS 2FA Intranet guide
here for the deletion of mobile token process. For hard token users, refer to Page 39 of the MIMS 2FA Infranet guide here.

For new users who would like to access the generic account, all existing users would need to delete their previously enrolled
mobile/hard token on MIMS Portal and remove their respective profiles from their authenticator apps and repeat the whole
process of setting up MIMS 2FA (in Section 1 of this guide) for the generic iCON account as described in above FAQ #1.

Refer to Page 19 of the MIMS 2FA Infranet guide here for the deletion of mobile token process. For hard token users, refer to Page
39 of the MIMS 2FA Intranet guide here.
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4. For existing school generic iCON accounts, where can school users obtain MIMS login credentials to access iCON via MIMS Portal?
Users should check in with school's HOD ICT or ICT Manager/Associate for the MIMS login credentials, which is available via the
ITD iCollaborate folder Infranet link here under the iCON sub-folder (accessible only by HOD ICT or ICT Manager/Associate).

HOD ICT or ICT Manager/Associate can refer to Intranet guide here on how to access the MIMS login credentials for the generic
iCON accounts.

School's MIMS Local Administrator (LA) (Infranet link) will need to request via MIMS Portal to transfer the location of the MIMS
account (tagged to the generic iCON account) from “ICON" to school location (refer screenshot from MIMS Portal below).
MIMS LA can refer to Section 8 of the MIMS LA Infranet guide here for the process. After the approval of the fransfer request by
MIMS Approving Officer (AO), MIMS LA can proceed to reset the password of account.

Transfer From: * =l

User: * Search object list: (Example: A%, Lar, *r)

| Description vI ican |:&§ Search

Transfer To: * Raws:

Description Org Humber Location Level  Organization
ICOM Generic Accounts ICONGEMNE ICON &00 MOMN-5C-SCHOOL

For password reset of MIMS account, approach your school's MIMS Local Administrator (LA) . Refer to Intranet link here for
information on your school’'s MIMS LAs.

Note that new account login credentials will no longer be sent to the generic school/HQ Division’s Messaging SPOC iCON
mailbox (admin_school name@moe.edu.sg) created previously for schools/HQ Divisions. As shared in ITD’s circular on 17 Oct
2023 (Infranet link), schools/HQ divisions should have retained the use of this generic account for various administrative purposes
(e.g. school-managed software /app subscriptions) by 10 Nov 2023.
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5. For existing MOE HQ generic iCON accounts, where can HQ users obtain MIMS login credentials to access iCON via MIMS Portal?
An email will be sent to the generic ICON email address containing MIMS login credentials and other information. Please refer to
the email sent for details.

The relevant HQ division/branch MIMS Local Administrator (LA) (Intranet link) will need to request via MIMS Portal to transfer the
location of the MIMS account (tagged to the generic iCON account) from “ICON" to school location (refer screenshot from
MIMS Portal below). MIMS LA can refer to Section 8 of the MIMS LA Infranetf guide here forthe process. After the approval of
the fransfer request by MIMS Approving Officer (AO), MIMS LA can proceed to reset the password of account.

Transfer From: * 3
ol
User: * Search object list: (Example: A*, Lar*, *r)
| Description Vl izon | ﬁ Search
Transfer To: * Rawes:
Description Org Number Location Level  Organization
ICON Generic Accounts ICONGENE ICON 600 NOMN-5C-SCHOOL

For password reset of MIMS account, approach your MIMS Local Administrator (LA) . Refer to Intranet link here for information on
your MIMS LAs.

6. For newly-created school & HQ generic iCON accounts, how will users obtain the account login credentials?
The account login credentials will be sent to the requestor/custodian’s work email address indicated in the application form for
the generic iCON account (refer Infranet link here for the application form).

Note that new account login credentials will no longer be sent to the generic school/HQ Division’s Messaging SPOC iCON
mailbox (admin_school name@moe.edu.sg) created previously for schools/HQ Divisions. As shared in ITD’s circular on 17 Oct
2023 (Infranet link), schools/HQ divisions should have retained the use of this generic account for various administrative purposes
(e.g. school-managed software/app subscriptions) by 10 Nov 2023. 44 ssoBP))
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Newly-created Staff iCON accounts

1. For newly-created Staff iCON accounts, how will users obtain the account login credentials?
For school staff, the account login credentials will be sent to the school’s Primary & Secondary Messaging Single Point of Contact
(SPOC)’s registered work email address (refer to iCON Google link here for schools’ Messaging SPOCs information).

For MOE HQ staff, the new account login credentials will be sent to MOE OPA who will share with the relevant staff user. You can
contact MOE OPA at MOE OPA@moe.gov.sg if necessary.

Note that new account login credentials will no longer be sent to the generic school/HQ Division’s Messaging SPOC iCON
mailbox (admin_school name@moe.edu.sg) created previously for schools/HQ Divisions. As shared in ITD’s circular on 17 Oct
2023 (Infranet link), schools/HQ divisions should have retained the use of this generic account for various administrative purposes
(e.qg. school-managed software/app subscriptions) by 10 Nov 2023.
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Initial version published on Intranet link in Aug 2023.

1.Inserted FAQ Q4 to “MIMS 2FA & General iCON” FAQ section

2.Inserted FAQ Q1 to “Generic iCON accounts” FAQ section

3.Minor updates to Slide 40 to 42 Section/pg no. of MIMS 2FA & MIMS End User
Intranet guides

4.Updates to Slide 43 to 45 on the Messaging SPOC account with reference to 17
Oct 2023 circular (Intranet link) sent to schools

5.Inserted Slide 46 on “Revision History” of guide
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